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Abstract

The software industry has evolved during the last two decades due to the globalization,
maintenance and development of the world. The development and maintenance of software
has shifted from being single site to different geographical locations across the globe.
Distributed Software Development adds new factors to development, such as distance in
culture and time, which complicate development further. Distributed Software Development,
therefore, become much more difficult to manage than co-located projects. To manage DSD
projects and to restrict risks, software risk management plays a vital role in minimizing risks.
Our report presents the findings of a systematic review of the literature related to the
techniques for managing the risks concerning Globally Distributed Software Development,
and risks that are managed through these techniques. At the end, we present our own DSD
Agile Risk Management framework to manage risks and minimize the damage from these risks
and evaluated our framework via a semi-structured case study intended to evaluate
distributed software development projects.

Keywords: Distributed Development, Global Software Development, Risk Management, Risk
Frameworks, Risk resolution techniques.
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1. Introduction

The globalization of the world during the last two decades has created changes in the software
industry as the development and maintenance of software shifts from being single site to
different geographical locations across the globe. This relatively recent trend is called “global”
or “distributed” software development [1]. The favorable factor in doing distributed software
development is the availability of cheap and skilled labor force which leads to economic and
political benefits. The main aim of this is cost and resource optimization [2]. But along with
these advantages, it brings some disadvantages as well. A lot of single site software
development projects are already complicated, and going distributed increases the risk of
under achieving agreed quality, time constraints and overdue in time (or something else one
could "under achieve"), budget and also increases the chance of failure of project [3].
Distributed Software Development also adds new factors to development, such as distance in
culture, time and space [2]. Due to these, Distributed Software Development is facing a variety
of risks such as cross-cultural management, communication, collaboration, coordination, and
complicate development further. Distributed Software Development, therefore, becomes
much more difficult to manage compared to co-located projects and often operates at a
suboptimal performance level [2]. To manage these projects and minimize the risks in
Distributed Software Development, Software Risk Management is an important project
management activity [10].

Software Engineering Institute (SEl) defines risk as “the possibility of suffering loss” [4]. Loss
in development projects is defined as “the impact to the project which could be in the form
of diminished quality of the end product, increased costs, delayed completion, loss of market
share, or failure.” [4]. A risk can be identified and addressed with the help of Software Risk
Management. Software Risk Management is “a discipline whose objectives are to identify,
address, and eliminate software risk items before they become either a threat to successful
software operation or major sources of software rework” [5]. Advantage of using Software
Risk Management is that it identifies risks early and systematically in a project and action can
be taken before they can do some harm to the project [7].

It is frequently observed that companies move to more simple tactics such as near shoring or
onshore site once they are over with the stage of focusing on labor costs [2]. However, work
distribution in industry is frequently done unsystematically focusing only on few decisive
factors such as cost rates, availability, and expertise [26]. The fact that qualified practitioners
in DSD are conscious and can tell failure stories but as we observed in the industry, the usual
threats of DSD projects and their reasons are not adequately measured [27]. Moreover, work
is distributed ad-hoc and not in a clear manner, devoid of any definite process or guidelines.
The individual expertise of the decision maker is responsible for the quality of the distributed
decision. To have a better understanding of these problems and to manage these challenges,
software risk management plays an important role. We achieved explaining about software
risk management with the help of a Systematic Literature Review and present our own



framework (DSD Agile Risk Management Framework) to manage risks in DSD and minimize
their impacts.

We address these problems via two contributions:
e Based on SLR we identify techniques and risks.

e Proposed an experience based framework and evaluate the framework in industrial
context.

The study is organized as follows. Section 2 gives an overview of related work of SLR-based
risk management in DSD and some background of our study. Section 3 explains applied SLR
procedure, case study method and research questions. Section 4 presents techniques found
related to maintaining risks in Distributed Software Development and our proposed
framework. Section 5 presents analysis of the results of SLR and evaluation of our proposed
framework through a company and conclusion and further work is proposed in section 6.

2. Related Work

As mentioned in the previous section, there is a gradual increase in the number of studies in
the area of Risk Management in Distributed Software Development. Most exemplify particular
risks and challenges of distributed development work and mention strategies practiced to
manage the risks. Some of the risks are, for example, mentioned by Ebert, et al [s1], who
focuses on software project and product related risks, by Islam, et al. [s4], who analyze on goal
and risk factors in Offshore Outsourced Software Development from Vendor's viewpoint.
Massachusetts [s6], developed a new framework to identify the dynamic risks in GDSD
projects and mitigate them using agile risk management practices. Framework and strategies
are reported by Magnusson and Sung-Chun Chou [s7], who provides a risk and compliance
management framework for outsourced DSD of financial applications and ERP systems, by
Lopez, et al [s11], who provided risks and safeguards for the requirements engineering process
in Global Software Development. Sven Overhage, et al [s32], proposed a method to evaluate
the suitability of requirements specifications for Offshore Projects, or by Betz, et al [s12], who
focused on knowledge transfer in IT Offshore Outsourcing Projects. Some studies have
collected risks and techniques for managing risks using SLR. All these studies have focused
either on risks or techniques or on single area of software development rather than software
development as whole. Whereas, our area of concern is to find risks and techniques in
distributed software development. As our main focus is on doing SLR, some studies about SLR
are mentioned below:

In 2009, Hossain Babar et al [s29] did a SLR about risk identification and mitigation processes
for using Scrum in Distributed Software development. They identified key challenges, due to
global project distribution, that restrict the use of Scrum and explore the strategies used by
project managers to deal with these challenges. They did not cover other methodologies and
they only focused on Scrum.


http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=Authors:.QT.Magnusson,%20C..QT.&newsearch=partialPref
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=Authors:.QT.%20Sung-Chun%20Chou.QT.&newsearch=partialPref
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=Authors:.QT.Lopez,%20A..QT.&newsearch=partialPref
http://www.springerlink.com/content/?Author=Sven+Overhage
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=Authors:.QT.Hossain,%20E..QT.&newsearch=partialPref
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=Authors:.QT.%20Babar,%20M.A..QT.&newsearch=partialPref

In 2009, Alejandro Lopez et al [s11] also did a SLR which led to the compilation of a repository
which gathers risks concerning requirement engineering (RE) when developed in a distributed
software development environment, as well as presented set of safeguards, helping
overcoming such risks. However, their study was limited only to requirement engineering.

Stefan Schneider et al [s45] provided solutions in DSD by doing Systematic Literature Review.
They analyzed solutions associated with DSD, while also evaluating the level of empirical
validation of said solutions. As a starting point they presented a DSD model, designed to
categorize solutions into process areas, useful for the analysis of the research community’s
contributions to state-of-the-art. They point out that Requirements
Management/Development and Distributed Team and Project Management are very well
populated, that is, a lot of research and subsequent solutions have been presented to tackle
DSD-related problems. There are however several areas, most pre-dominantly Product
Integration and Project Monitoring and Control, that are very scarcely populated. This study
focuses on identifying and filling gaps in studies by providing solutions and do not concentrate
on problems and no framework is given for risk management as a whole.

In 2010, da Silva et al [14] did a SLR about challenges and solutions in Distributed Software
Development Project Management. The objective was to collect and systematize reported
knowledge in terms of what are the difficulties in managing DSD projects, what are the best
practices to overcome these difficulties, and how existing models and tools support these
practices. But due to their limitations they suggested to enhance the SLR work and do further
research by enhancing primary studies.

Stouby Persson and Lars Mathiassen [s31] also did a SLR on DSD risk management in 2009.
They did a SLR and provided their own framework to manage risks in Distributed Software
Development. They focused on synthesizing what they knew about risks and risk resolution
techniques into an integrative framework for managing risks in distributed contexts. They
searched approaches for predefined risk fields [9] and then integrated these approaches to
make a framework. This paper was published in 2009, but the SLR was done on the literature
from 1995 to 2005 and they mentioned that there were no Frameworks available for
managing risks related to geographical distribution until 2005.

2.1 Background and Goals

Distributed Software Development, becomes much more difficult to manage compared to co-
located projects and often operates at a suboptimal performance level [2]. Hence, there is
more need of risk management in DSD than co-located projects and it needs to be managed
carefully.

A lot of studies have focused on risk management as shown in related work. In general, the
related work shows about risks or techniques or frameworks in DSD are either very generic or
very much narrowed down on selected criteria [s1, s4, s6, s11, s32]. The proclaimed risk
management approaches for DSD projects, on the other hand, do not systematically consider
the impact of risk management on DSD projects and therefore cannot be used either for



supporting techniques to manage risks or to find risk areas. In addition, very little is known
about frameworks which have been validated and evaluated in industrial context.

As mentioned in the Section 2, da Silva et al [11] did a SLR about challenges and solutions in
Distributed Software Development Project Management. The objective was to collect and
systematize reported knowledge in terms of what are the difficulties in managing DSD
projects, what are the best practices to overcome these difficulties, and how existing models
and tools support these practices. But due to their limitations they suggested to enhance the
SLR work and do further research by enhancing primary studies. Also they have mentioned
about techniques given in literature to manage DSD challenges but they did not mention
related risks with these techniques and have not provided any framework to manage these
risks. Hence, they inspired us that there is need to enhance the primary studies to find the
techniques to manage risks and have risk areas with the related techniques.

Another study which used SLR to collect different risks and resolutions in all aspects of
Distributed Software Development was done by Stouby Persson and Lars Mathiassen [8]. They
did a SLR and provided their own framework to manage risks in Distributed Software
Development. They focused on synthesizing what they knew about risks and risk resolution
techniques into an integrative framework for managing risks in distributed contexts. They
searched approaches for predefined risk fields [9] and then integrated these approaches to
make a framework. This paper was published in 2009, but the SLR was done on the literature
from 1995 to 2005 and they mentioned that there were no Frameworks available for
managing risks related to geographical distribution until 2005 and based on our pre study on
literature from 2000 to 2013, we realized that 89% of them were published after 2006 and as
there is a gradual increase in number of studies in the area of managing risks in Distributed
Software Development in recent years.

On this background and increasing number of studies in recent years, we will perform on our
SLR on studies from 2006 to 2013 to fill this gap and to identify the techniques which are
mentioned in the literature and propose our own framework to manage these risks.

This SLR can help those researchers and Software project managers, who are involved or work
with the field of Distributed Software Development to gain knowledge about existing
techniques to manage risks.

3. Design and Methodology

Our research methodology is composed of two parts, first one is an explicit quantitative meta-
analysis of available data on risk management by doing systematic literature review and
second part is qualitative review to report evidence about our proposed framework.


http://en.wikipedia.org/wiki/Quantitative_research
http://en.wikipedia.org/wiki/Meta-analysis
http://en.wikipedia.org/wiki/Meta-analysis
http://en.wikipedia.org/wiki/Qualitative_research

3.1 Systematic literature Review Procedure

The Systematic literature review aim’s to present a fair evaluation of a research topic by using
a trustworthy, rigorous, and auditable methodology [6]. As said by Kitchenham [6], SLR
permits the identification, evaluation and interpretation of all the available relevant studies
related to a particular research question, topic area or phenomenon. It synthesizes existing
work to give more scientific value.

A lot of studies [2,5,516] have focused on risk management but mostly on a particular area of
project management like in requirement engineering [2], designing, development or testing
[5] but not focusing on project management as a whole. In general; risks, techniques or
frameworks in DSD are either very generic or very much narrowed down on selected criteria.
The proclaimed risk management approaches for DSD projects, on the other hand, do not
systematically consider the impact of risk management on DSD projects and therefore cannot
be used either for supporting techniques to manage risks or to find risk areas. In addition, as
can be seen in related work that very little is known about frameworks which are validated
and evaluated in industrial context and we found a need to propose a framework which can
be useful for risk management and includes all these techniques and risks in it. Keeping these
problems in mind, we formulated following questions:

Q1: What are risk areas in distributed software development and by which techniques can
they be managed?

Q2: What framework can be used for DSD Risk Management which has all the techniques and
risks used in Distributed Software Development in question 1?

Q3: To what extent is the framework beneficial to practitioners?

We pursued SLR to achieve our goal, which were (1) to know the techniques that are proposed
in literature to manage risks and challenges identified in the Distributed Software
Development projects, (2) to gather these techniques, risks and develop a framework for DSD
Agile Risk Management and after performing SLR, (3) to evaluate the framework by doing a
case study to know if the framework supports individual learning or it supports organizational
learning. Keeping our goals in mind, SLR protocol was designed and followed.

To find the literature for addressing Research Question 1, we used both automatic and
manual searching. To find the proper search term for performing the automatic search,
several key words and search terms were tested and following search term was defined:

(“Global Software development” AND Risk) OR ( “Global Software Engineering” AND Risk) OR
( “Distributed Software Engineering” AND Risk) OR ( “Distributed Software development “ AND
Risk) OR ( “Offshore Software Engineering” AND Risk) OR (“Offshore Software Development”
AND Risk).


http://www.sciencedirect.com/science?_ob=ArticleListURL&_method=list&_ArticleListID=1772818092&view=c&_acct=C000034678&_version=1&_urlVersion=0&_userid=10538248&md5=c14ec704c651571fdee5ee9a1f52ee41&searchtype=a&zone=ras
http://www.sciencedirect.com/science?_ob=ArticleListURL&_method=list&_ArticleListID=1772818092&view=c&_acct=C000034678&_version=1&_urlVersion=0&_userid=10538248&md5=c14ec704c651571fdee5ee9a1f52ee41&searchtype=a&zone=ras
http://www.sciencedirect.com/science?_ob=ArticleListURL&_method=list&_ArticleListID=1772818092&view=c&_acct=C000034678&_version=1&_urlVersion=0&_userid=10538248&md5=c14ec704c651571fdee5ee9a1f52ee41&searchtype=a&zone=ras
http://www.sciencedirect.com/science?_ob=ArticleListURL&_method=list&_ArticleListID=1772818092&view=c&_acct=C000034678&_version=1&_urlVersion=0&_userid=10538248&md5=c14ec704c651571fdee5ee9a1f52ee41&searchtype=a&zone=ras
http://www.sciencedirect.com/science?_ob=ArticleListURL&_method=list&_ArticleListID=1772818092&view=c&_acct=C000034678&_version=1&_urlVersion=0&_userid=10538248&md5=c14ec704c651571fdee5ee9a1f52ee41&searchtype=a&zone=ras
http://www.sciencedirect.com/science?_ob=ArticleListURL&_method=list&_ArticleListID=1772818092&view=c&_acct=C000034678&_version=1&_urlVersion=0&_userid=10538248&md5=c14ec704c651571fdee5ee9a1f52ee41&searchtype=a&zone=ras

These search terms were used in four important scientific literature databases, namely: IEEE
Explore, Science@Direct, ACM Digital Library and SpringerLink. Also, manual searching was
done by tracking related references from the primary studies during information extraction.

A study was selected by analyzing the title, abstract, and keywords from the studies retrieved
by the automatic search. In some cases, it was necessary to read the entire document to
determine its relevance. In total, 439 studies were found and after removing the repeating
studies and applying inclusion criteria, 104 studies were included. The inclusion criteria for
determining, whether study was relevant was by studies regarding Software field, non-co-
located development, published between 2006 -2013 and containing information about
managing risk were included.

Next, to obtain the primary studies, exclusion criteria was applied on initial studies. Any study
that did not suggest/recommend or contain review or implement/define at least one
technique for managing risks as well as book chapters was excluded from initial studies. After
applying the exclusion criteria, 43 primary studies were obtained and additionally, we found
7 more primary studies by manual searching.

Figure 1 shows the number of results per data source including the result of manual searching.
As it is shown in figure 2, the main data source in primary studies list is IEEE Explore.

250
200 ——
150 O Initial Studies
] M ncluded
100 O Primary
50
0

Manual

|
y
ACM ,
SpringerLink rJ
]

IEEE Explore

Science Direct

Figure 1: Studies per data source

Information was extracted using data extraction forms which were designed based on
research questions. Information extracted was techniques for managing risks and associated
risks with techniques. Data extraction forms were examined before final usage. Studies were
equally divided between both authors for data extraction. We did peer review for maintaining
quality during applying inclusion and exclusion criteria as well as during data extraction.

We mapped our conception of risks and sub risks into different categories based on studies
[s1, S11, s31] which have mapped risks into categories based on their conception and we
contributed by the merging of these different categories into our main categories. After
formulating our main categories, we then placed scattered sub categories from different
literature into our main categories, which further diversified the main categories.
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3.2 Interviews

The DSD Agile Risk Management framework is developed to evaluate risk management in a
Distributed Software Development Organization, trying to understand how to make decisions
in a DSD project. It offers a structure for classifying DSD problems and solutions and
contributes to the better understanding of the distributed software development projects. It
helps researchers and practitioners in identifying new problems and indicates the solutions
for them. It analyzes specifically the risk management process, since decisions at the strategic
and tactical levels impact project development at the operational level.

The evaluation of framework is done via semi-structured interviews intended to analyze risk
management in Distributed Software Development Projects. Semi-Structured Interviews is a
qualitative method which is appropriate when studying state of the art situations where
practice precedes theory (28). The interviews were done on eight team leaders in three
different organizations. The data collected was constituted of primary sources. We
interviewed employees of different organizations to gain knowledge about their objectives,
and to evaluate our proposed DSD Agile framework. Both face- to-face 'and telephone
interviews were conducted. Each lasted from 30 to 45 minutes. We asked interviewees about
their use and opinions about the framework and the difference it made to their work and to
the organization by using it. Main purpose of the study is to evaluate if our DSD Agile Risk
Management framework is useful in their project context or not.

4. Result

To address the first research question about the techniques used for managing risks in
Distributed Software Development and the risk areas managed by techniques identified, we
identified techniques which were provided for managing risks in Distributed Software
Development given in the literature and we extracted the risks which were associated by given
techniques in the previous step. According to Boehm [5], risk areas consist of a number of
related risk factors, which together possess a threat to the project’s success. We categorized
risks to give joint assessment of risk areas representing category in which risk might fall.

4.1 Techniques and Risks

In this section, we mapped the given techniques and proposed risks, identified through the
SLR. These mappings suggest about the proposed techniques covering the available sub risk
categories of risk as well as provide a balanced view of the overall portfolio of ten possible
main risk categories.

11



Column one contains the techniques, whereas column two contains the literature in which
these techniques were found and column three contains the respective sub categories of risks
which are shown below:

4.1.1 Project Management and Coordination

High organizational complexity, scheduling, intellectual property rights management,
coordination and cost estimation become more problematic in distributed environments as a
result of volatile requirements, changing specifications, cultural diversity, and the lack of
informal communication. Especially coordination in multisite developments becomes more
difficult in terms of articulation work; problems derived from communication, lack of group
awareness, and the complexity of the organization appears which it influences the way of the
work must be structured and managed [s36]. All the techniques to manage Project
Management and Coordination risks are shown in table 1.

Techniques Literature Sub Categories of Risks
e Systematically train engineering and S1 IPR Management
management on Intellectual Property

Right (IPR)

e Rigorously apply a strong policy on IPR

protection

e Encourage innovation on all Global
Security Environment

e Distribute work across regions $1,516,521 Wage and Cost inflation
e Anticipate wage increases

e Evaluate your own and suppliers’
business models

e Combine expert-driven and data-driven
cost estimation methods

e Provide measures to facilitate decision
making

e Compute the average project schedule | $9,55 Schedule failure
time that incorporates a feature
productivity model

e Derive the project structure and
statistics from a Project Management
database to generate a stochastic
simulation model

e Establish a well-defined agile $11,525,533,539,5S2 | Coordination
leadership hierarchy 8,537
e Establish the coordination structure
between sites

12



e Use work break down approaches and
Architectural Contribution
e Use of collaborative tool

e Use agile tools and techniques S35 Timeline Risks
e Define requirements as user stories,
build out thin slices of the product, and
frequently review those features with the
customer

Tablel: Mapping classification of risk management techniques and Project Management and Coordination risks

For risks related to intellectual property rights, techniques like systematically training
engineering and management on intellectual property rights, establishing and rigorously
applying a strong policy on intellectual property rights protection and encourage innovation
on all global security environment sites and promote patents [s1].

For risks related to wage and cost inflation, techniques were to distribute work across regions
, anticipate wage increases as well as carefully protect against supplier lock-in and to evaluate
your own and suppliers’ business models over future years [s1].

For risks related to scheduling risks, compute the average project schedule time that
incorporates a feature productivity model [s9]. Predict the outcomes of future projects, if
certain risks come true as probability of certain events and the extent of possible negative
consequences based on experience factory to gain project experience. Also one suggestion
was given to involve optimistic employees in planning to contribute in project management
[s10].

To solve risks of coordination breakdown, use a prioritized set of coordination risks and
potential mitigations for the risks. This allows a project to better understand the impact that
their decisions have on coordination thus potentially avoiding decisions that may lead to
coordination breakdowns. To solve risks related to coordination, establish a well-defined agile
leadership hierarchy, with an analyst playing the role of coordinator. Their responsibilities are
well defined, and play their role in a skilled and firm way. Below them in the hierarchy are
team heads, which are responsible for the analysts that belong to their work group [s11].

To establish the coordination structure between sites to have a direct impact on the severity
of GSD-specific risks such as communication and coordination problems [s33]. Use work break
down approaches and Architectural Contribution to reduce coordination risks [s47, s48]. Use
collaborative tool to improve support distributed product development projects that enhance
the coordination capabilities of the development organization [s39].

Techniques to overcome risks like cost and time in projects were given to combine expert-
driven and data-driven cost estimation methods in order to provide a method that can be used
in organizations where only little data is available [s16]. To avoid risk of friction between
distributed team members, assess processes like change management and knowledge
transfer is crucial to avoid the risk of friction between distributed team members [s20].

13



To reduce the risk of decision-making with regard to cost, time and effort estimation, provide
measures to facilitate decision-making and plan off shoring the application. Document and
use historical risk data and focus on top risks in order to reduce the effort and time in
managing software risks [s21, s23].

For handling the day-to-day operations, telecommunication companies need network
management functions such as configuration management, account management, fault
management, performance management, and security management and it should be used as
a standard [s30]. For solving schedule risks, derive the project structure and statistics from a
projects management database to generate a stochastic simulation model [s45].

For mitigation of managerial implications, involve strategies for developing a collaborative
work culture with clients [s18]. Using some tools and techniques from agile such as test first
development, continuous integration, and pair programming are powerful risk reduction
mechanism that ensures the quality of product and reduced uncertainty [s35].

Define requirements as user stories, build out thin slices of the product, and frequently review
those features with the customer, can go a long way to making sure about building the right
product to mitigate timeline risks [s35].

4.3 Requirements

With the division of development work in an inter-organizational and intercultural context,
requirements specification becomes the central means to communicate the development
scope as explicitly as possible. The suitability of requirements specification hence often is
mission critical in offshore projects [s32]. All the techniques to manage requirement risks are
shown in table 2.

Techniques Literature Sub Categories of Risks

e Review and sign-off of all requirements | S1 Change of Requirements
and also monitor and control the
requirements change index

e Extend goal-modeling language to S4 Underspecified Requirements
accommodate software development risk
management activities during
requirements engineering phase

e Add Attribute §$11,513,522,S | Rationale Requirements
e Fine grained specification 32
e Evaluate the Suitability of Requirements
e Use meta-model and associated visual
notation

e Use methods and tools for clarifying $43,526 Tracing Requirements
and tracing requirements

14



e Comprehensive framework to assure
the flow down of requirements
engineering to design

e Use groupware supported Distributed $17,540 Requirements Negotiation
Software Architecture evaluation process
e Use contracts

e Use of Use Cases

Table2: Mapping classification of risk management techniques and Requirements risks

To overcome risk of requirements, review and sign-off of all requirements and also
monitor and control the requirements change index [s1]. To manage incomplete or
underspecified requirements risks, use goal-modeling language to accommodate software
development risk management activities during requirements engineering phase. This
facilitates to control risks from the early phases of development, as many projects fail due
to incomplete or underspecified requirements [s4].

To solve risks related to rationale requirements, define an attribute that should be
included within the requirement to explain its rationale and to justify the way they were
formulated [s11]. Use fine grained specification to prevent the risk of requirements and
evaluate the suitability of requirements specifications [s13, s35].

Use associated visual notation which provides several benefits in term of distributed
requirements activities. From an industrial perspective, it enables project managers to
plan, analyze, and optimize their distributed requirements engineering processes, so that
they can understand their existing processes, identify weaknesses and problems, and
establish improved processes and appropriate supporting infrastructure [s22]. It provides
a common language for modeling distributed requirements projects and activities, and
thereby facilitates comparisons across projects. These comparisons make it possible to
identify recurring patterns of collaboration, common obstacles, and best practices used
for collaborative requirements engineering activities [s22].

For tracing requirements, assess the different tracing approaches involved in generating,
reviewing, and maintaining traces to ensure their correctness overtime and use methods
and tools for clarifying and tracing requirements in the project context [s43].

For specification of requirements, assess the appropriateness of a software requirements
specification by assessment of three types that are bundled into a comprehensive
framework to assure the flow from requirements engineering to design [s46].

To overcome the risk of requirements negotiation, a concept of groupware supported
distributed software architecture evaluation process, which does not require the
stakeholders to be physically co-located is proposed. The proposed process is expected to
address a number of logistical issues such as software inspections and requirements
negotiation [s17].

Contracts are used as a mean to support the ongoing negotiation processes to solve
negotiation risk in Requirement Engineering. There is a significant need to improve the
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ability of supporting the ongoing negotiation processes that are prevalent throughout the
project lifecycle [s42].

4.4 Task distribution

As in traditional Software Development, the tasks represent possible risks in GSD, but for
slightly different reasons. When the overall project task is divided and distributed across
several sites, task uncertainty emerges, because participants may lack information about the
task, its purpose and their own contribution to the overall task. Task uncertainty represents
lack of information needed to develop the software and it can result in slow change
coordination and process and relational conflicts [s31]. All the techniques to manage Task
distribution risks are shown in table 3.

Techniques Literature Sub Categories of Risks

e Execute pooled buffers and establish S1 Staff Turnover
long-term retention models and
periodically conduct employee
engagement surveys

e Use distribution model S15 Decision Support

e Granular work breakdown $19,533,534, | Task Distribution/Allocation
e Support systematic task allocation S48

decision

e Phased functionality, prototyping, or
pilot testing for breaking projects into
small parts

Table3: Mapping classification of risk management techniques and Task distribution risks

Risks related to staff turnover in task distribution are discussed and gave some techniques to
overcome them. Techniques include learning to deal with staff turnover by means of pooled
buffers and establishing long-term retention models and periodically conduct employee
engagement surveys [s1].

To improve decision support in task distribution, a distribution model should be used to
improve the decision support to reduce the risk of task distribution [s15]. Granular work
breakdown offers opportunities for parallelization in the project. This is through examining
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how tasks can be loosely coupled, taken off the critical path and executed earlier by any
available resource [s19].

To solve task allocation risk, a model for supporting a systematic task allocation decision in
distributed development projects is used that is based on multiple criteria and influencing
factors [s33].

Large projects should be transformed into smaller projects through phased functionality,
prototyping, or pilot testing to reduce task related risks and increase success [s34].

4.5 Communication

Software Development relies heavily on quick information flows and going global, adds
new factors to development, such as distance in culture, time and space. Due to these
factors, Distributed Software Development is facing a variety of challenges such as
communication. Distributed software projects therefore become much more difficult to
manage than collocated projects and often operate at a suboptimal performance level
[13]. All the techniques to manage communication risks are shown in table 4.

Techniques Literature Sub Categories of Risks

e Do contextual training $2,525,533,540,537 | e Lack of Contextual Skills
e Establish the communication structure e Communication
between sites Infrastructure

e Easing mismatches with frequent

deliveries

e Allocate relatively independent
modules to different teams

e Compare the frequencies of the SPI
barrier’s value

Tabled: Mapping classification of risk management techniques and Communication risks

In order to improve issues related with communication, contextual training like concepts
related to communication, trust acquisition, and cultural differences, should be planned
as a mandatory training in the organizations’ on boarding training program and when
possible, team members should use communication and collaboration technology [s2].

Establish the communication structure between sites, and thus have a direct impact on
the severity of GSD-specific risks such as communication risk [s33].

To improve communication, do easing mismatches with frequent deliveries and making
organizational responsibilities more transparent [s40].

A contradictory solution was proposed to minimize cross-site communication by allocating
relatively independent modules to different teams [s48].
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Compare the frequencies of the Serial Peripheral Interface (SPI) barrier’s values against
the occurrences of other SPI barrier’s values; the relative importance of each barrier can
be identified as communication [s25].

4.6 Knowledge management and Awareness

Developers need to have as much information as possible at their disposal, and to know
the full status of the project and its past history, which will in turn allow them to create
realistic assumptions about the project. Frequent changes in processes, lack of continuity
in communications, and lack of collaborative tool integration cause remote groups to be
unaware of what is important in the project because they do not know what other people
are working on. As a consequence, they cannot find the right person and/or timely
information which will enable them to work together efficiently, resulting in misalignment,
re-planning, redesign, and rework [s36]. All the techniques to manage Knowledge
management and Awareness risks are shown in table 5.

Techniques Literature | Sub Categories of Risks
e Keep information about analysts and S11, S49, Share Knowledge

work groups working on each S47

requirement through attributes

e Start projects with a kind of “boot S12 Knowledge Awareness
camp”

e Clear strategy regarding what S12 Knowledge Protection

knowledge needs to be protected must be
established before global projects are
launched

e Define contact persons for the different | S12, S47 Knowledge Creation
knowledge areas in a project

e Install a knowledge management team
¢ Introduce questionnaire S27 Knowledge Mining

e Improve communication with the client | S18 Knowledge Transfer

Table5: Mapping classification of risk management techniques and Knowledge management and awareness
risks

The team members’ experiences, methods, decisions, and skills must be accumulated
during the development process through effective information-sharing mechanisms, so
that each team member can use the experience of his/her predecessor and the experience
of the team accumulated during development, thus saving costs and time by avoiding
redundant work [s36].
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To share knowledge and information, make an information system that shall keep
information about analysts and work groups working on each requirement through
attributes stored along with them and requirements shall use attributes to store discussion
threads and votes [s11].

To solve issues related to awareness: A best technique is to start projects with a kind of
“boot camp”. For knowledge protection issues: a clear strategy regarding what knowledge
needs to be protected must be established before distributed projects are launched, for
example to protect intellectual property or personal data. For knowledge creation issues:
the best technique suggests defining contact persons for the different knowledge areas in
a project. They also recommended installing a knowledge management team [s12].

For issues related to knowledge mining, two kinds of questionnaire are designed to realize
the Knowledge Mining of Offshore Software Development from experienced project
managers in the side of both clients and vendors [s27].

Improve communication with the client in order to mitigate knowledge transfer risk [s18].
Compare the frequencies of the SPI barrier’s values against the occurrences of other SPI
barrier’s values, the relative importance of each barrier can be identified by this [s25].

4.7 Culture and Distance

Distance in Distributed Software Development affects a number of things like culture and
time zone etc. A number of cultural risks may arise since participants do not necessarily
share the same language, traditions, or organizational culture [s31]. All the techniques to
manage Knowledge management and Awareness risks are shown in table 6.

Techniques Literature | Sub Categories of Risks

e Use workflow management and online | S1 Distance & cultural clashes

tools

e Do contextual training and planning S2 Spatial and temporal distances

e Educate people about culture using soft | S42, S46 Language difference and distance
skill training problems

Table6 : Mapping classification of risk management techniques and Culture and Distance risks

To manage risks related to culture and distance, Use workflow management and online
tools by establishing open communication across multiple channels and having periodic
workshops with teams and applying online team-building if visits are not feasible [s1]. Do
training and planning to conquer risk related to culture. Contextual training like concepts
related to communication, trust acquisition, and cultural differences, should be planned
as a mandatory training in the organizations’ on boarding training program [s2].

Use series of goals, questions and metrics for the Cross Cultural Collaborative risk
assessment. By using the suggested set of goals, questions and metrics from, a user can
perform an assessment of cross-cultural risk in the requirements work of the procurement
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project [s41]. The three dimensions of collaboration and work processes, cultural, and
context are used as the dimensions of orientation [s41].

Educate people about culture using soft skill training. Soft skills training should include
not just people management, but also should involve training on the local culture
including, local way of working, values, history and food. Also periodic culture specific
trainings can be provided to increase understanding, and to appreciate and respect other
cultures and their differences [s42]. To assess cross cultural risk impact, quantitatively
assess the degree of cross cultural risk impact on IT software development [s50].

4.8 Project Delivery Failure

A standard risk for many projects, the risk of being late or over budget amplifies in
probability and impact due to the intrinsic difficulties of managing a global development
team [s1]. All the techniques to manage Project delivery failure risks are shown in table 7.

Techniques

Literature

Sub Categories of Risks

¢ Implement and systematically follow quality
gates at work product level

e Establish and use of quality indicators within the
project

e Monitor and use early defect ratio as a warning
sign of insufficient specification and code quality

S1

Quality Decrease

e Professionally train all project managers and
applying best practices from the CMMI (DEV + ACQ)
frameworks

S1

Less Efficiency

Table7: Mapping classification of risk management techniques and Project delivery failure risks

Decreasing in quality, efficiency or reduced productivity are some of the factors involved
in project delivery failure. To avoid the quality decrease, several techniques discussed are
implementing and systematically following quality gates at work product level,
establishing and using of quality indicators within the project, to monitor and use early
defect ratio as a warning sign of insufficient specification and code quality [s1].

Professionally train all project managers and apply best practices from the CMMI (DEV +
ACQ) frameworks and target maturity level 3. Furthermore, recommended techniques
were maintaining an organization risk repository and emphasizing on the use of lessons
learned and root cause analysis reports from previous projects to avoid repetition of
problems [s1].

4.8 Trusts

Members of a virtual team tend to be less productive due to feelings of isolation, to the
poor socialization and socio-cultural differences. It causes lack of trust and for this reason
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and can lead to more complex problems such as boycott of staff, less knowledge sharing
between members etc [s36]. All the techniques to manage Project delivery failure risks are
shown in table 8.

Techniques Literature | Sub Categories of Risks
e Use communication and collaboration S2, 545 Bad relationship
technology

Table8: Mapping classification of risk management techniques and Trusts risks

To manage trust risk and improve relationship between members, contextual training
related to communication, trust acquisition, and cultural differences, should be planned
as a mandatory in the organizations’ on boarding program and when possible, team
members should use communication and collaboration technology in order to improve
the relationship and trust between the distributed project team members [s2].

Compare the frequencies of the SPI barrier’s values against the occurrences of other SPI
barrier’s values, the relative importance of each barrier can be identified [s25].

4.9 Supplier and Customer

One frequent risk with third party suppliers is not meeting the expectations in terms of
quality and delivery schedule. Also with Global Software Engineering supplier competition
on a global market, external suppliers often start with rather low rates and once the
projects are sufficiently large clients might be forced to lock-in with them due to progress
of product development and knowledge transition. In the least we may have to face
increasing cost inflation [s1]. All the techniques to manage Project delivery failure risks are
shown in table 9.

Techniques Literature | Sub Categories of Risks

e Establish a fixed price contract scheme | S1 Poor supplier services
e Evolve towards a partner model with
the supplier and training suppliers

e Train supplier management on
escalation procedures

e Avoid the Service Level Agreement
(SLA) hammer

e Work with multiple partners and S1 Lock-in threats
distributing critical knowledge

e Establish common processes, tools and
maintain back-up and recovery
mechanisms
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e Engage multiple suppliers S14, 545 Supplier Power
e Sign short-term contracts
e Qutsourcing standard IT services

Table9: Mapping classification of risk management techniques and Supplier and Customer risks

To solve Poor supplier services, establish a fixed price contract scheme with agreed
supplier management and escalation processes. It recommended evolving towards a
partner model with the supplier and training suppliers on required processes. During the
ramp-up period, carefully train supplier management on escalation procedures and your
own required quality level. Also escalate carefully, step-wise and avoid the Service Level
Agreement hammer as well as rigorously highlight insufficient quality and delays or lack of
visibility [s1].

For risks related to Lock-in with supplier, mentioned approaches are: working with
multiple partners and distributing critical knowledge, establishing common processes ,
tools and maintaining back-up and recovery mechanisms [s1].

Risk techniques on supplier that have too much power over the customer are engaging
multiple suppliers, signing short-term contracts, outsourcing standard IT services for which
there are many suppliers capable of delivering good services, and in sourcing highly
specific assets [s14].

For risks management of several partners and suppliers, distribute stress on process
phases, roles involved in them, communication channels and coordination’s of Risk
Management actions across several partners and suppliers.

4.10 Miscellaneous Risks

Security risks, dynamic risks and production support risks which are not covered in upper
categories are included in Miscellaneous Risks. For production support and security, a
tactical approach considering application development and support management is
presented [s23]. All the techniques to manage Project delivery failure risks are shown in
table 10.

Techniques Literature | Sub Categories of Risks

e Application development and support S38 Production support and security
management.

e Agile practices $6, S50 Dynamics risks

e Use localization skills, Partnership
management skills and Multi-culture
management skills
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e Build market analytical capabilities,
Vendor management, centralized
supervision over backup systems

Table10: Mapping classification of risk management techniques and Miscellaneous Risks

Application development is mainly a project-based activity, resulting in the timely
completion of project deliverables at dominant service level. As there is no 24/7
communication during the execution of the project, security risks of application
development are limited [s49].

For Information Systems Security (ISS) risks, use a set of guidance steps which is supported
with a free open source software tool. The methodology has five phases: Context Study;
Security Requirements Checklist; Threats Study; Identification of Security Objectives and
Determination of Security Requirements [s23, s49].

Dynamics risks could be people related, process related, technical related or external
related. Agile techniques are used to overcome these risks. For people related dynamics
risks, use of Agile People Management Skills was recommended in which Localization
skills, Partnership management skills and Multi-culture management skills are proposed
[s6].

For process related dynamics risks, use of Agile Project and Process Infrastructure was
proposed in which Modular approach, Decentralized knowledge management and Agile
task planning are involved [s6].

For risks related to technical related dynamics risks, use of Agile IT Strategy and IT
Infrastructure is presented in which techniques like loosely centralized IT strategy;
Standardized IT platform and Comprehensive application infrastructure for
communication and collaboration are included [s6].

Risks associated with external related dynamics risks were mitigated using Agile
Environment Management Skills in which techniques like building market analytical
capabilities, Vendor management, and centralized supervision over backup systems,
recovery policy and delegation of legal compliance responsibility to local champions are
included [s6].

5. Risk Management Framework

The nature of global software development brings forward new areas of concern that require
careful attention from project managers. While practitioners lack standardized approaches to
overcome these risks in distributed software development, various managers are
experimenting and quickly adjusting their tactical approaches [29]. Distributed software
development risks are not only different but can also lead to project failure if managed
inadequately. A software risk management framework plays an important role in DSD as it
identifies risks early in a project and takes action before they can do some harm to the project
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[7]. Hence, a framework risk management should be used to minimize the impact of risks
especially for DSD where risks are more co-located sites and can cause unknown damage to
projects due to their nature.

The DSD Agile Risk Management framework described in this paper provides all the necessary
preconditions for successful risk management. In addition, the provided DSD Agile Risk
Management framework aims at knowledge and experience gathering and prevents loss to
the project by experiences of previous projects [29]. In order to organize our findings from
SLR, we propose DSD Agile Risk Management Framework based on Experience factory to
facilitate users with risk management experience. The Experience Factory is an organizational
framework whose objective is to produce, store, and reuse experiences gained in a software
development organization [29]. Our DSD Agile Risk Management Framework has different
functionality like risk description, its mitigation techniques, and risk treatment experiences
and as we are using the previous knowledge through SLR, the experience factory concept best
suited our DSD Agile Risk Management Framework idea.

Experience Factories are accepted but seldom used in practical life [29]. However, to inspire
the reuse of our existing techniques and risks found in the SLR, we have combined it with
practice of risk management. Experience Factories recognize that improving software
processes and products requires: (1) continual accumulation of evaluated and synthesized
experiences in experience packages; (2) storage of the experience packages in an integrated
experience base accessible by different parts of the organization; and (3) creation of
perspectives by which different parts of the organization can look at the same experience base
in different ways [29].

Risk Management|

Risk Mitigatior
Check Lists Proctices New Practice

Figure 2: DSD Agile Risk Management Framework
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Use of DSD Agile Risk Management Framework is dependent on the rules of the company in
which it is to be used and also on the experience of project manager using DSD framework. To
get better understanding of usage of DSD Agile Risk Management Framework, we have
explained its terminology with the help of small example.

All of our techniques and risks found in SLR are collected, structured and stored in GSD
Experience factory. After this they are made accessible and can be activated to help in the
future. This, leads to new experiences, starting a new iteration of the lifecycle in DSD
Experience factory [29]. From GSD experience factory, the next concept in our framework is
checklist for risks. Checklist is a type of informational job aid used to reduce failure by
compensating for potential limits of human memory and attention. It helps to ensure
consistency and completeness in carrying out a task. Through the checklist one can identify if
it is a risk or not and accordingly send it to the risk identification section. Example and usage
of the checklist is given in Appendix A. From Checklist next step is to go to risk identification,
where risks are identified. If the risk is not available in GSD experience factory, then through
new threat, it is added back to GSD experience factory so that next time it is available in GSD
experience factory. If risk is not new and already available in GSD experience factory, then
next step involves analyzing the risk. In this step risks are analyzed, prioritized and threat level
is calculated according to the need of the company. After analyzing comes the treatment of
the risks. For risk treatment, it can be mitigated and treated accordingly with the help of
techniques gathered in GSD Experience factory. If a risk is treated with a new technique that
is not present in GSD experience factory then that new technique or practice is added back to
GSD experience factory. Checklists, Risk identification, risk analyze and risk treatment is totally
company dependent and may vary from company to company procedures and rules. Our DSD
Agile Risk Management Framework aims to provide adequate organizational learning by
adding knowledge to the GSD Experience Factory along with continuous improvement of risk
management processes within the organization.

6. Evaluation

After the described Experience based framework, we evaluated user acceptance of the
experience lifecycle initiative. We did a case study and interviewed eight people out of three
different projects to evaluate our DSD Agile Risk Management Framework, most of the
interviewees were project leaders or Scrum masters. Out of these eight people, six people
were interviewed from one project in which three people were from Pakistan where the
project was being developed and tested whereas the remaining three people were
interviewed from USA where the project requirement engineering was done. Both the
remaining two projects are from Germany and we interviewed their coaches to evaluate our
DSD Agile Risk Management Framework.

To evaluate our DSD Agile Risk Management framework, we wanted to know answer of
following two questions:

Question 1: Are the techniques and risks in DSD Agile Risk Management Framework relevant
to the techniques and risks that were used in your project?
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Question 2: Will you try to use experiences in experience factory of our DSD Agile Risk
Management Framework for your future projects?

To know the answer of these two questions, we had to know in detail about the projects we
were dealing with and a lot of questions were asked which are given in Appendix B.

The case study revealed that 8 out of 8 people (100 %) found our experience factory
framework useful. From these 8 people, only 7 (approx. 88%) people thought it useful to try
new techniques mentioned in our framework.

To better understand about their projects, we asked them about detail description,
techniques and risks involved in their project. We then discussed our framework to know
about our techniques and risks available. In the end, we derived four main categories of risks
involved in their projects: Communication issues, Scheduling and Collaboration issues, Task
Distribution issues and issues directly related to Project Management. We will not be
discussing these risks here as they have been explained briefly in the result section. To have a
better understanding about the answers of the two questions asked above, we will explain all
three projects and their view about our framework. Due to confidential reasons, we are not
writing companies name and are represented as Project A, Project B and Project C.

5.1 Project A

The undertaken project falls in the category of scrum software development involving two
countries — Pakistan and United States of America. Requirement engineering has been done
at main center in USA, team in Pakistan does the rest, development and testing of given
project. This project encompasses 65 people and its duration is around 8-10 months. Coming
to scrum, number of sprints that will make up a complete project is 12 and development team
is asked to provide each sprint as a deliverable after 3 sharp weeks. Number of people in each
team varies depending on task requirement. When we questioned the Pakistani team about
their reason of preferring scrum on other agile and clean room methodologies, they
responded that their stakeholder company - in USA - wanted to have the view of the product
as soon as possible and also it will then be easier for them — Pakistani team - to remove
unwanted functions and bugs prototype - deliverable - wise rather than from full project at
once.

On time project delivery, team management, conflict management, decision making
(Allocation of tasks) and communicational issues have been the top ranked challenges in this
project. Team management issues were resolved by establishing standard policies, rules and
protocols beforehand in the beginning of every project. Team lead is a person well equipped
with skills of conflict management as handling people is difficult than handling projects in our
world. Organizing training programs for team members to get them better informed and
skilled for processes and technologies organization was worked upon. Frequent visits between
main center and development teams kept the morale high and people do get the feeling of
self- actualization. Multiple communication channels or rather a good mix of communication
channels were used like — Skype calls, messenger chats, e-mails, telephonic conversations, on
site visits etc to enhance the communicational bandwidth up to the desired requirement.
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After knowing about their techniques and risks, we gave a description about our framework
and asked question number one: Are the techniques and risks in our experience factory
relevant to the techniques and risks that were used in your project? Out of 6 people
interviewed in this project, all six agreed that techniques and risks in our experience factory
were more or less relevant to the techniques and risks that were used in their projects. All
their risks were available in our framework, only one technique that was not similar to them
was for communication challenge.

Asked if they are willing to use our framework in the future, five out of six people were
interested in using knowledge blended in this framework and thought it useful to try different
techniques mentioned in the framework for future projects.

5.2 Project B:

The undertaken project falls in the category of distributed software development involving
two different cities of Germany. This project encompasses 14 people and its duration is around
9 weeks. Pair-programming was created locally and there was no distributed pair
programming. They split down a story card (requirement) into 1..n tasks. Each task was
worked on by one pair at a time, but pairs were also switched if required for longer tasks.
When we questioned their Coach (instructor) about their reason of preferring extreme
programming (XP) on other agile and clean room methodologies, he responded that he was
interested in using agile and wanted to learn agile in distributed software development and
experimented by choosing XP.

Collaboration between teams, scheduling, expertise problem, frustration and
communicational issues have been the top ranked challenges in this project. Collaboration
issues were resolved by installing supervisor in City B to minimize this problem. Scheduling
problem was resolved by long term planning and support from the admin. Coach was the
person well equipped with skills of conflict management or on expertise problem. Problem
was solved by coaching, sharing of data and teams being divided into different pairs to cover
other teams and by allocating experienced person on the task. Also some training programs
for team members were organized to get them familiar with the project and methodology.
Like the previous project, multiple communication channels were used like — Skype calls,
messenger chats, e-mails, telephonic conversations, shared white board etc to enhance the
communicational bandwidth up to the desired requirement.

Similarly like Project A, after knowing about Project B techniques and risks, we gave a
description about our framework to the coach and asked the question again that are the
techniques and risks in our experience factory relevant to the techniques and risks that were
used in your project? Coach agreed that techniques and risks in our experience factory were
relevant to the techniques and risks that were used in their projects. All their risks were
available in our framework, only one technique that was not similar to them was for
communication challenge.

Asked if they are willing to use our framework in the future, he was interested in knowing
more about this framework and said he could try different techniques mentioned in the
framework.

27



5.3 Project C:

The undertaken project falls in the category of Agile distributed software development for the
product of a banking sector involving two countries — Germany and India. Requirement
engineering and designing has been done at main center in Germany whereas team in India is
involved in the development and testing of given product. This project encompasses 12 people
and its duration is around 6 months. Varied numbers of people are working in each team
depending upon task requirement. When we questioned their coach(project leader) about
their reason of preferring agile on other methodologies, he responded that there was need of
changes in requirements during project meaning they were unable to try waterfall method
and had to rely on agile.

Coordination and scheduling, Requirement understanding and communicational issues have
been the top ranked challenges in this project. Coordination and scheduling problem was
solved by installing a middle person to coordinate between two sites. They established agile
leadership hierarchy and coordination structure between sites. Also they initially used work
break down approaches but it did not offer much help. One of the bigger problems in this
project was requirement understanding in different sites as people in India were unable to
understand what exactly was needed and were unable to understand requirements from the
document. Frequent visits were done initially from India to Germany to understand about
requirements but due to cost issues it was difficult to continue. More documentation was
done and collaborative tools and languages were used to resolve this issue. Also some training
programs were organized for team members to get them better informed and skilled for
processes and requirements. For communication purpose, a middle man was favored to
communicate with Indian people. Meetings were done through Skype or by video
conferencing.

After knowing about their techniques and risks, we gave a description about our framework
and asked our desired question number one that are the techniques and risks in our
experience factory relevant to the techniques and risks that were used in your project? The
coach agreed that techniques and risks in our experience factory were more or less relevant
to the techniques and risks that were used in their projects. All their risks were available in
our framework as well as the techniques to manage them. Asked if he was willing to use our
framework in the future, coach replied that he will have a go through in detail about
techniques as the techniques mentioned in our framework look more technical but he was
interested in some techniques and said that it will be useful using knowledge blended in this
framework for future projects.

7. Discussion about Evaluation

Generally, project managers found our framework useful to use and were interested in using
this framework in their future projects. With almost seven out of eight people were (approx.
88%) interested in using this framework, based on this we concluded that this framework is
useful and can be used in different projects for risk management. As found during different
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projects and described by Gerhard Fischer [30], we understood that experience based factory
is an evolutionary process in which techniques and risks of DSD risk management are
determined through an iterative process of collaboration among multiple project managers,
rather than being completely specified before system development occurs. We focused on
real projects and knowledge based integration of a framework with the principles of: (1) they
must evolve because they cannot be completely designed prior to use, (2) they must evolve
to some extent at the hands of the users.

We have worked on these two principles by evaluating our framework through three different
distributed projects across the globe. As focused and published by Gerhard Fischer [30], The
Seeding, Evolutionary Growth, Reseeding (SER) Process Model best describes our evaluation
of knowledge based experienced factory. The SER model describes evolution in terms of three
levels (artifact, domain, and project managers), three phases (seeding, evolutionary growth,
and reseeding) and project managers or team leaders as input feeders. Figure 3 illustrates the
interplay of those layers in the context of our SER model. The dashed arrow from the
experience factory and Artifact level indicates that artifacts (techniques and risks) are built
using domain knowledge obtained in the projects. The arrows (along the time dimension)
indicate that artifacts are not simply designed at one time, but instead evolve over time. The
solid arrows from artifact to experience factory level indicate that the design and evolution of
artifacts (techniques and risks) produces new domain knowledge at the end.
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Figure 3: The SER Model: A process model for the development and evolution of experience factory [30]

The Experience Factory is an organizational infrastructure whose goal is to produce, store, and
reuse experiences gained in a software development organization [31]. DSD Agile Risk
Management framework organizes a software development enterprise into two distinct
organizations, each specializing in its own primary goals. The Project Organization focuses on
delivering the software product and the Experience Factory in DSD Agile Risk Management
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framework focuses on learning from experience and improving software development
practice in the organization. Although the roles of the Project Organization and the Experience
Factory are separate, they interact to support each other’s objectives [31]. The feedback
between the two parts of the organization flows along well-defined channels for specific
purposes, as shown in Figure 3.

From these three projects, we can conclude that DSD Agile Risk Management framework
recognizes that improving distributed software processes and products requires: (1) continual
accumulation of evaluated and synthesized experiences in experience packages; (2) storage
of the experience packages in an integrated experience base accessible by different parts and
people of the organization. From this we can evaluate about DSD Agile Risk Management
Framework that it is a) valuable for individuals in an organization (part of individual learning)
and b) also allows to share lessons and experience learnt by individuals throughout the
organization (part of organizational learning) [s49].

The SEL Process Improvement Paradigm provides a practical method for facilitating product-
based process improvement within a particular organization, based on effective use of that
organization’s own experience. Because it directly ties process improvement to the products
produced, it allows an organization to optimize its process for the type of work that it does.
Using this approach, the SEL has reduced development costs by 74%, decreased error rates by
85%, and increased reuse by over 300% over the past 15 years [31]. Due to limited time, we
could only evaluate our DSD Agile Risk Management Framework and did not verify.

8. Conclusion and Outlook

Number of studies in the area of managing risk in Distributed Software Development is on the
rise and until recently no updated SLR has been done on this area. This paper aims to identify
the techniques used to manage risks in Distributed Software Development and their related
associated risks using SLR on studies from 2006 to 2013 and at the end provides the framework
for risk management. The result of this SLR contributes to Risk Management in Distributed
Software Development in several ways. Firstly, it can help those researchers and Software
project managers, who are involved or work with the field of Distributed Software
Development to gain knowledge about existing techniques to manage risks by placing all
techniques in one place and diversifying related risks. Secondly, with knowledge based
experience factory, it shows the further work in areas that opens opportunities for future
researches. Total 50 primary studies out of 431 initial studies were reviewed and extracted
techniques from them were categorized in different risk categories. We extracted risk areas,
which were covered by identified techniques and categorized them in to 10 possible
categories as: Project Management and Coordination, Requirements, Communication,
Knowledge Management and Awareness, Task distribution, Culture and distance, Technical
issues, Trust and contracts, Project delivery failure, Supplier and Customer, Miscellaneous
Risks. We summarized all 10 possible risk categories and sub categories as well as number of
literature containing the techniques per risk category as shown in result section.

In 2010, Da Silva et al [14] conducted a SLR to identify challenges and best practices to improve
project management in Distributed Software Development. In our study, we use their
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identified list of challenges to discuss more about the current study results. Figure 4 shows
their top five identified challenges based on the frequency of occurrences of each category in
their studies:

They found communication as the most challenging aspect of Distributed Software
Development. With a small difference they found cultural difference as the second challenge
and the coordination issues as the third one. They realized that overall, the most solutions
were provided to overcome the communication challenges and based on evidence, and they
believed that emphasis should also be given to cultural difference and coordination.

In current study, we found most of the techniques were provided for the area of project
management and coordination with 30% of studies. Techniques for risks in requirements were
covered by 18% of studies showing big difference with the techniques provided for challenges
related to project management and coordination. Task distribution was covered by 11% of the
studies highlighting the importance of this issue and with small
difference were communication as well as knowledge management and awareness, covered
by 9% of the studies. 7% of studies were about the culture and distance concern, while 4% of
the studies covered risks related to trust and supplier and customers and least number of
studies belonged to project delivery failure solutions. Finally, we had Miscellaneous Risks with
6% of the studies covering it.

Figure 4: Challenges of Project Management of Distributed Software Development

Figure 5 shows the risk and percentage of studies covering the techniques for managing risks.
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Figure 5: Risks areas found in this SLR

Unlike [14], as it is shown in figure 5, our study found that more provided techniques are
related to project management and coordination and communication is in fourth place with
knowledge management whereas communication was first challenges with most practices in
their challenges list and it shows big difference between our findings and [14] results.

Furthermore, we realized that requirements is a critical phase in Distributed Software
Development as [s11] says that the rise of new development paradigms such as Global
Software Development forces requirements engineering to face up to new challenges and
risks are not common in traditional development models. When an organization first embarks
upon a Distributed Software Development project it exposes itself to plenty of risks.
Requirements engineering has the second place in our study whereas it is not identified by
[14] as a separate challenge. Cultural and trust are among the [14] top challenges whereas
they are not among our five top risks with most provided techniques and it shows need of
more works in this areas. Additionally, Task distribution/allocation and knowledge
management are among our five top risks with most provided techniques while they are not
among [14] top five challenges.

Even after finding technique's and risks associated with distributed software development, we
were unable to find lot of frameworks to support distributed risk management and only
limited number of given frameworks were validated or evaluated through industry so we
presented our own knowledge based DSD Agile Risk Management framework to ease the work
load on project managers to be aware at operational level to identify risks at the higher levels
and he/she could plan response actions for these risks. We evaluated our DSD Agile Risk
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Management framework by the results which are based on a case study conducted on
different software development centers (three different projects) across the world. As seven
people out of eight people interviewed (approx. 88%) found our DSD Agile Risk Management
framework useful and said they could apply this in their future projects, we evaluated that our
framework is useful in practical industry and as well as for researchers. Knowledge based
experience factory is always an evolving procedure and after we evaluated our DSD Agile Risk
Management framework and with addition of some new techniques to the experiences of DSD
Agile Risk Management framework, we conclude that experiences were added to the
experience storage and everyone that shared learned something from it. Thus, we have
organizational learning as the experience storage is shared among an organization. To have
better understanding of organizational learning, following diagram taken from [31] explains
the evolving phenomena best.

[ Project Organization Environment Experience Factory
1. Characterize Characteristic N
2. SetGoals ) 7| Project 6. Package
3. Choose Process Tailorable Support
Generalize
Lessons
Learned
Execution o j
+ _ Tailor
Plans Experience
Project Base
Analysis Formalize
Execute Process h Analyze
Lessons
Learned

Figure 6: Evolving of experience factory and its structure

9. Limitations and Future Work

Time and resource constraints were the main barriers in our research. We have to approach
2 teams residing in different geographical parts of world and have to wait for their feedback
to proceed ahead which delays our research. Secondly we have to rely on computer mediated
tools to communicate with their main center in different parts of the world as it is not possible
for us to visit them personally like we did for their development center mostly. One more
important factor is that we don’t have the full surety of data correctness that we receive even
though we have personally observed their development operations but still 100% guarantee
cannot be assured.

During our study, we realized that most of researchers agree on common risks such as cultural

difference, communication and coordination in Distributed Software Development but still

there is not a common list of prioritized risks based on their importance in Distributed
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Software Development, and it can be an interesting area for further research as during case
study we found more techniques related to these projects than being mentioned in the
literature. Based on current study we can say that research in risk management in Distributed
Software Development is still in its early stages and requires maturation and further work.
Also we have evaluated our DSD Agile Risk Management framework due to limited time scale,
it would be better in future to verify and validate this framework by using it in DSD projects.
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12. Appendix

Appendix A: Checklist for risks
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Appendix B: Questions asked for evaluating our DSD Agile Risk Management Framework

1)
2)
3)
4)
5)
6)
7)
8)
9)

What is project about?

How many people were involved in this project?

What is the duration of the project?

Is going distributed difficult?

Why did you choose agile as methodology?

What are the challenges faced during the project?

What were the techniques used to counter these challenges?

Is it important to mitigate every challenge/risk or some risks can be ignored?

Are the techniques and risks in DSD Agile Risk Management Framework relevant to the
techniques and risks that were used in your project?

10) Will you try to use experiences in experience factory of our DSD Agile Risk Management

Framework for your future projects?

11) Do you find DSD Agile Risk Management Framework useful for future projects?
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